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1
Decision/action requested

This document proposes a revision of solution 6. We kindly ask SA3 to approve this proposal.
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Rationale

Currently in TR 33.835, we have several solutions independent from each other. Solution #1 introduces a key combination mechanism with 3rd party key involved, but the procedure described in clause 6.1 takes GBA for example and lacks consideration of AKMA architecture. Solution #2 and solution #3 detail the AKMA architecture and procedures. Solution #5 and #6 outline basic principles resolving the transport independent protocol issue, without giving details in terms of procedures and AKMA functions. Solution #7 to #12, giving UE implementation schemes, are also required to be more specific relating to AKMA procedures. Therefore, it’s necessary to combine these solutions to forward the study.
This document builds on solution 6 to propose a consolidated solution, reusing components and mechanisms already introduced in solution 1, 2 and 9, thus it addresses key issue 1, 2, 6, and13.
Besides, this document revises clause 6.6 resolving the following editor’s notes.
Editor’s Note: It’s FFS to define AKMA functions and their attributes in terms of architecture and interfaces
Editor’s Note: It is FFS how these application layer protocols interwork with the proposed AKMA architecture, for e.g. to obtain keys, derive session specific keys etc.
4
Detailed proposal
6.6 Solution #6: Transport independent procedure using existing protocols by introducing a protocol transfer gateway
6.6.1 Introduction
To keep AKMA features applying for as many types of IoT devices as possible, a protocol transfer gateway/proxy can be introduced aiming at converting messages and communicating with terminals using different protocols. In this solution, the gateway and relevant interfaces are defined and applied to the AKMA architecture introduced in 6.2. The complete procedure involving the gayeway is also proposed with reference to solution 1 and  2.
6.6.2 Solution details




6.6.2.1
Architecture refence model
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Figure 6.6.2.1: AKMA architecture reference model

6.6.2.1.1 Entities 

· AKMA Authentication Function (AAuF): AAuF has been introduced in 6.2. The AAuF interacts with the UE via the AKMA Protocol Transfer Gateway (APTG) over Service-Based interfaces. 
· AKMA Application Function (AApF): has been introduced in 6.2.
· AKMA Protocol Transfer Gateway (APTG): APTG translates messages between UE and AAuF. Since the UEs can be any of the devices running different application layer protocols of IoT (like MQTT，CoAP，etc.). APTG converts UE originated application messages to HTTP messages for AAuF processing. Similarly, APTG translates the messages sending from AAuF to UEs according to the UE types. In case of adding more IoT terminals based on different protocols, only the APTG is required to be upgraded.
Editor’s Note: Whether APTG is part of AAuF is FFS.

6.6.2.1.2 Service based interfaces

Nausf: Service-based interface exhibited by AUSF.
Naauf: Service-based interface exhibited byAAuF.
Naapf: Service-based interface exhibited by AApF.
Naptg: Service-based interface exhibited by APTG.
6.6.2.2
Procedures

6.6.2.2.1
Initiation

In order to be able to secure the communication using AKMA, the UE and the AApF must first agree on its use. The procedure for negotiating the use of AKMA is given in Figure 6.2.2.2.1-1. The procedure is initiated by the UE sending a Request message not including any AKMA parameters and concluded by the AApF sending an AKMA authentication required message. This is based on the GBA initiation procedure described in cl 4.5.1 of TS 33.220 [2].


[image: image2.emf]UE AApF

Request

Authentication

Required


Figure 6.6.2.2.1-1: Initiation procedure
6.6.2.2.2
Authentication

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of a pass-through authenticator, and

· The AUSF takes the role of the backend authentication server.

The authentication procedure is initiated by the UE sending a Request message to the AAuF via APTG. The APTG performs a “syntax” translation between the UE originated protocol and HTTP/HTTPS. Upon receiving the request from UE, APTG simply translates the message to HTTP/HTTPS message and forward it to AAuF. Following the UE request the AAuF triggers the EAP authentication procedure by sending an AKMA authentication request to the AUSF. The AUSF and the UE would then engage in an exchange of EAP messages that is concluded by the AUSF sending an AKMA authentication response message to the AAuF carrying either an EAP success or an EAP failure. In case of success, the message includes as well the AKMA anchor key KAKMA. The AAuF forwards the EAP result message to the UE and in case of success includes the necessary AKMA parameters such as a temporary identifier and a validity time through APTG. The temporary identifier is used by the UE for subsequent Requests towards AApFs as long as the validity period has not elapsed.
Editor’s Note: It is FFS whether the SUPI can be included in the Request message sent by the UE.
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Figure 6.6.2.2.2-1: Authentication procedure

6.6.2.2.3
Usage

Once the UE has been successfully authenticated by the AAuF, the UE has the necessary keying material to establish secure communication with any AApF. In order to do that, the UE derives the application key KAF using the AApF identifier (FQDN) and possibly other parameters and supplies its temporary identifier to the AApF. The AApF then retrieves the the application key from the AAuF.
If needed, the AApF executes end to end key derivation and sends to UE an e2e flag indicating the use of combination key scheme. According to the e2e flag, the UE derives the end to end key Ke2e which is used for the following secure connection between UE and the application server.
The e2e_key is derived according to:


Ke2e= KDF (KAF, Ka);
where Ka is the 3rd party key defined as a secret key shared by the application server and the UE for application level communication.
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Figure 6.6.2.2.3-1: Usage procedure

6.6.2.3
Key Hierarchy

This following figure describes the key hierarchy for AKMA:
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Figure 6.6.2.3: Key derivation of AKMA





6.6.2.4
UE implementations

During the procedure described in 6.6.2.2, based on the UE implementation in 6.9, the AKMA module provides the following parameters to APP:

· temporary identifier 

· KAF
· Ke2e (only necessary when the key combination scheme introduced in solution 6.1 is used )
6.6.3 Evaluation
This solution builds on solution 1,2,6,9, thereby satisfying key issue#1, #2, #6, #13. 
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